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Digital state sovereignty Between The Necessity Of consolidation
And The Challenges Of Accessability

"Comparative Study"
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@) See Baezner, Marie; Robin, Patrice: Cyber Sovereignty and Data
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Why It Matters, Especially for the EU, Philosophy & Technology
(2020)P369-378.
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- Stephane Couture& Sophie Toupin: What does the notion of
“sovereignty” mean when referring to the digital?, new media & society
2019, Vol. 21(10) 2305-2322.

- Marin Brenac: La souveraineté numerique sur les données personnelles
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() Pierre-Yves Quiviger: Une approche philosophique du concept émergent
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(*) Abdifatah Ahmed Ali Afyare: The impact of globalization on state
sovereignty, International Journal of Science and Research Archive ( IJSRA)
2024, 12(02), P 1653-1662. Article DOI:
https://doi.org/10.30574/ijsra.2024.12.2.1434
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P 295.
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" Impact on National Sovereignty: Participation in international political
structures often requires nations to cede some degree of sovereignty in
favour of collective decision-making. For example, EU member states must
comply with EU regulations and directives, limiting their autonomy in
certain policy areas. While globalization offers numerous economic, cultural,
and political benefits, it also poses challenges to national sovereignty.
Nations must navigate these complexities carefully to harness the benefits of
globalization while safeguarding their sovereignty and national interests”,
See Ananya Gautam& Shalini Saxena: The Impact of Globalisation on the
National Sovereignty: A Comparative Study, International Journal for
Multidisciplinary Research, Volume 6, Issue 2, March-April 2024, P4
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@ L'UIT a organisé la Conférence mondiale sur les télécommunications
internationales (CMTI) & Dubai, aux Emirats arabes unis, du 3 au 14
décembre 2012. Cette conférence historique a examiné le Réglement des
télécommunications internationales (RTI), qui constitue le traité mondial
contraignant destiné a faciliter [l'interconnexion et [linteropérabilité
internationales des services d'information et de communication, ainsi qu'a
garantir leur efficacité et leur utilité et disponibilité pour le grand public.
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@) See Jean-Luc Warsmann, Philippe Latombe: Rapport D’information,
Déposé, En Application De L’article 145 Du Réglement Par La Mission
D’information Sur Le Theéme « Batir Et Promouvoir Une Souveraineté
Numérique Nationale Et Européenne’ N° 4299 Assemblée Nationale ,
Enregistré A La Présidence De I’Assemblée Nationale Le 29 Juin 2021, P
17.
@) A. Garapon, « Les enjeux de la justice prédictive », JCP, G, 2017, n° 1, p.
47 ; B. Dondero, « Justice prédictive : la fin de 1’aléa judiciaire ? », Dalloz,
2017, n° 10, p. 532.
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(*) See Annie I. Anton & Travis D. Breaux: Digital privacy: theory,

policies and technologies, Article in Requirements Engineering - March

2011, P 2.

(%) Décision n° 2015-484 QPC du 22 septembre 2015.
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@ E. Geffray: « Droits fondamentaux et innovation : quelle régulation &

I’ére numérique ? », Nouveaux Cahiers du Conseil constitutionnel, n° 52,

2016, p. 7.

®)'I. Falque Pierrotin: « La constitution et I’Internet », Nouveaux cahiers

du Conseil constitutionnel, n° 36, 2012, p. 37.
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@ C. const., 2015-713 DC, 23 juillet 2015, Loi relative au renseignement ;
E. Derieux, « Vie privée et données personnelles — Droit a la protection et
»droit a ’oubli« face a la liberté d’expression », Nouveaux Cahiers du
Conseil constitutionnel, n°® 48, 2015, p. 21. D. Dechenaud, Le droit a 1’oubli
numérique : données nominatives, approches comparees, Larcier, 2015.
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dans un contexte de transfert et de stockage extra-territorialisé des données,
les enjeux en termes de souveraineté et d’équivalence des protections du
Microsoft Ireland case, cf. United States Court of Appeals for the Second
Circuit, 14 juillet 206, Microsoft Corp. v. United States.
¥ Governments of the Industrial World, you weary giants of flesh and steel,
I come from Cyberspace, the new home of Mind. On behalf of the future, |
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ask you of the past to leave us alone. You are not welcome among us. You
have no sovereignty where we gather.We have no elected government, nor
are we likely to have one, so | address you with no greater authority than that
with which liberty itself always speaks. | declare the global social space we
are building to be naturally independent of the tyrannies you seek to impose
on us. You have no moral right to rule us nor do you possess any methods of
enforcement we have true reason to fear.See John Perry Barlow: A
Declaration of the Independence of Cyberspace, Davos, Switzerland,
February 8, 1996

@ see Pierre Bellanger: La Souveraineté Numérique, Les Diners De
L’institut Diderot

@ Federal Ministry for Economic Affairs and Energy (BMWi), ‘Digital
Sovereignty in the Context of Platform-Based Ecosystems’ (n 2) 6.
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@ ) Federal Ministry for Economic Affairs and Energy (BMWi), ‘Project
GAIA-X - A Federated Data Infrastructure as the Cradle of a Vibrant
European Ecosystem’ (n 2) 7.

@ Federal Ministry for Economic Affairs and Energy (BMWi), ‘Project
GAIA-X - A Federated Data Infrastructure as the Cradle of a Vibrant
European Ecosystem’ (n 2) 7.

®) See Cf. Edoardo Celeste, ‘Digital Constitutionalism: A New Systematic
Theorisation’ (2019) 33 International Review of Law, Computers &
Technology P 76.
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@ o:Christian Katzenbach and Thomas Christian Bé&chle:  Digital
sovereignty, nternet Policy Review, Volume 9, Issue 4, : 17 December 2020,
p 2.

©) See Samuele Fratini: Quels Sont Les Modéles De Mise En (Euvre De La
Souveraineté Numérique ? [Entretien] 11 juin 2024,
https://www.sciencespo.fr/public/chaire-numerique/2024/06/11/entretien-
guels-sont-les-modeles-de-mise-en-oeuvre-de-la-souverainete-numerigue-
par-samuele-fratini/
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() See Romina Bandura, Madeleine McLean, and Sarosh Sultan:
Unpacking the Concept of Digital Public Infrastructure and Its Importance
for Global Development, December 20, 2023,
https://www.csis.org/analysis/unpacking-concept-digital-public-
infrastructure-and-its-importance-global-development
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() See Marin Brenac: La souverainet¢ numérique sur les données
personnelles Etude du réglement européen n° 2016/679 sur la protection des
données personnelles a aune du concept émergent de souveraineté
numérique, op.cit, p 46.

(® See Jukka Ruohonen: The Treachery of Images in the Digital
Sovereignty Debate, Minds and Machines (2021) 31:439-456.
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(*) See Gary Jeffrey: Constitutional Identity, The Review of Politices 68,
2006. P 367.
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(%) Pierre-Yves Quiviger: Une approche philosophique du concept émergent
de souveraineté numérique, Nouveaux Cahiers du Conseil constitutionnel n°
57 (dossier : droit constitutionnel a I’épreuve du numérique) - octobre 2017
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French Cybersecurity Agency (sl (a3 daud Al A0S gl il g
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Cybernetiecs _lal & 3 238 53l Norbert Weiner Juel 3 Cyber 5 be < jela @
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William <5l ¢ la cligldll Jilg) Ay ¢l mall sliadl o geiad Ll Ll IS
Ll aly clamdll Camy dum diinal e ails,) A& Cyber Space 3 e Gibson
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QlSady 5 gaSll g A8l ddiay Bl (8 pealae o 5¢deS 5Ll John perry Barlow
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Norbert Wiener: Cybernetics or control and communication in the animal
and the machine, second edition, the Massachusetts Institute of Technology
Press, Cambridge, England, 1984,
@ French Cybersecurity Agency https://cyber.gouv.fr/en/french-approach-

c¥ber-0

@ cyberspace- A global domain within the information environment
consisting of the interdependent network of information technology
infrastructures and resident data, including the Internet, telecommunications
networks, computer systems, and embedded processors and controllers. Pub,
J. (1994). Pub 1-02. Department of Defense Dictionary of Military and
Associated Terms, 23.P:64

Cyberspace — interconnected and interdependent network of information
technology infrastructures, including the Internet, telecommunications
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networks, computer systems, interconnected devices, embedded processors,
and controllers

M Rain Ottis, Peeter Lorents: Cyberspace: Definition and Implications,
Cooperative Cyber Defence Centre of Excellence, Tallinn, Estonia

Webopedia, for example, offers a definition similar to the previous one,
claiming that cyberspace is a “metaphor for describing the non-physical
terrain created by computer systems”. (Webopedia) Even though they are
similar, their usefulness is limited because of vague terminology and
concepts. The Wikipedia, however, offers that cyberspace “is the global
domain of electromagnetics as accessed and exploited through electronic
technology and the modulation of electromagnetic energy to achieve a wide
range of communication and control system capabilities.” (Wikipedia) Here
we have a definition that includes the technology component, the human
component (who accesses and exploits) and the communication and control
component, which brings us back to Norbert Wiener’s definition of
cybernetics
@ Vassilys Fourkas: What is ‘cyberspace’> March, 2004,
https://www.researchgate.net/publication/32892863
b s Sy sladl) halie (e aall & (glaY) Janall g0 salaka daa Cpaa 3 la3) (@O
o ¢ o sl s Adall Al ¢ JoY) ) ¢ LalaBY) g A ) o glal) Alae i iy e
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() leatind o ol e sana (o Ll 5 Lol a5 ol g i)

Jo ol cleaald) e A1 gall Llal) ddalidl & salead) o el 138 agle
oy ey daalle Aiad A Jy s Lall) Gl (8l sliadl) o g8 S
Ge 138 Asall 3 plas Jglite 3 Lelaad il o daliua Lol e 2 e IS5 Leba
Al

Al o dallaall bl aiali Y el Jeall Gl Al als (g
L s ososy) i) 8 Lae ¥ s YW (e adanl) Zdlalld cddd 1) Aasl)
g (Al e lBal) dadl YY) e g S Al )l Bkl ) B &5 aall
) daia) Al ) sl e ala g e dgal) Al el gall ddalisal )
(ESY s gl

@ See Daniel T. Kuehl: “From Cyberspace to Cyberpower: Defining the
Problem,” Cyberpower and National Security, (Washington, DC: Potomac
Books, 2009),P 38.

el (%)
Position Paper, On the Application of International Law in Cyberspace,
‘Cyberspace’ itself is understood here as the conglomerate of (at least partly
interconnected) ‘cyber infrastructures’ and ‘cyber processes’ in the above-
mentioned sense. In this paper, the adjective ‘malicious’, when used to
describe certain activities in cyberspace, is not purported to carry a technical
legal meaning, March 2021.
@) Rain Ottis, Peeter Lorents: Cyberspace: Definition and Implications,
Cooperative Cyber Defence Centre of Excellence, Tallinn, Estonia, p3.
“) Samuele Fratini: Quels Sont Les Modéles De Mise En (Euvre De La
Souveraineté Numérique ? op. cit. P 13
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G Ll Aond) Aaludl Ll o agdl Al el saldl o8 ccllil
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@ see Madhuvanthi Palaniappan: Cyber Sovereignty: In Search of
Definitions, Exploring Implications, Issue Brief ISSUE NO. 602 December
2022,P 7
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@ Grégoire Germain et Paul Massart: Souveraineté Numérique,
Etudes, N° 10, Octobre 2017, Pp.45 A 58.
https://Www.Cairn.Info/Revue-Etudes-2017-10-Page-45.Htm

@) Cyberspacs Operations, Joint publication 3-12 (R) 5 February 2013.
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o QB dae aialg cagiledd (e Cpadiadl e aadel B a8 ddala ad) )
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e s comindi (g blall (35 Le () e sandll A0l () gardiows () (Al aaas Juay 3)
) i) aas ke el e Jlle e ST )l jriad) e g sle 800 S 224l
lipli yiiady Gy saalgll A4dall JAExaByte <ub LuS) 2.5 caladiu¥) 1 e il
Gysa @l 527 (e S Jle) b s bl ZUEY Al ) jaae sl clialal)
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14 o o) gl ol 81 sy Y
@ Annie Blandin-Obernesser: Les entreprises souveraines de 1’Internet : un
défi pour le droit en Europe., Droits et souveraineté numérique en Europe,
Bruxelles, Bruylant, a la p 95
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(P) S il s o) AEMAY) s jlaall 3 a5 cAgiall s dpeLaia V1 A 5 susall
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Gp by da ) deasill gy 5Y) duasialls Google 4S8 (e dpaddl)
O 7 55 29 53l de sens il 5 Google s s s 29 de senall Clua i
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W Consciente de I’impact croissant des grandes entreprises sur le
cyberespace mondial, I’étude appelle le secteur privé a une plus grande
responsabilité dans la gestion des cyberattaques, en s’abstenant de pirater et
en s’abstenant de développer ou de maintenir des produits TIC dont les
défauts de conception ou le support inadéquat pourraient avoir des effets
systémiques. Ces efforts en faveur d’une plus grande responsabilité ont été
transposés dans des discussions formelles et méme des engagements lors de
la réunion du Forum mondial de I’OCDE de décembre 2018, qui doit étre
suivie prochainement. L'approche francaise du cyberspace, Publié le 03
octobre 2023 Mis a jour le 28 novembre 2023,
https://cyber.gouv.fr/en/french-approach-cyber-0

Alas A 52 sl il S b A 5l Jifiase AT 5 g @ ()
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«_1\_1“\ e Cig Lﬁ‘ c.é ual yie V) c_é Gall byl calial cliac ) Jsall
ool ol Lo ey Adlaial) lilyl) dallas e (alil) daia g (3la daiie de 5 e
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@ Google Spain SL and Google Inc. v Agencia Espafiola de Proteccion de
Datos (AEPD) and Mario Costeja Gonzélez.

Article 14 of Directive 95/46, entitled ‘The data subject’s right to object’,
provides: ‘Member States shall grant the data subject the right:

at least in the cases referred to in Article 7(e) and (f), to object at any time on
compelling legitimate grounds relating to his particular situation to the
processing of data relating to him, save where otherwise provided by
national legislation. Where there is a justified objection, the processing
instigated by the controller may no longer involve those data

(®) N. Lucchi "Access to Network Services and Protection of Constitutional
Rights: Recognizing the Essential Role of Internet Access for the Freedom of
Expression”, Journal of International and Comparative Law (JICL), Vol. 19,
No. 3, 2011.

518



519

O AT S )3 Ad paall g 355 ) Jsa sl 5 dilaall Gl DS jadd
o) s el Cilaadll (pe el Tadlia c i) Jaad ) peinds 30 jidl bl
Asall 5 dadlall sl anall

S Il daga ol inl G Lt 150 VLA shedie canly (Jiallg
Gois dala 8 4l U aa Lasas Ol 050 Sl ) Jpeaglly e i)
Jsn Lopt Lalis 4080 adais e 5,08l oda Jasdy e i) eddiual Gl
030 e A laia W) Sl (b Gl e ) Sy cduad Blandl By i i) Apals
siis 19 8 LlallaSaall b yiel chasiall cilp¥ gl i ol jiepal) (E b
(st lis S e laia ¥ @il ) Jsa sl o1 2017

(8l alladl (8 agi 8 o G )l e SN oW el dpapdaill 5 jaillag i
einlin 2800 Ll prand Lol Lgi s (555 Ladie 3aLusS agy il yie W) Sy
Grhilly aaly s dpadiY) 3 gaal) & A Gudaill ASGad (Joall e g 6l Guadai
42l gl dgey piill) A pall el Lgd aSas ) Aad) LY o gaall 2 A
Sl glaty Gadaill 138 5 Al all @l o HlA Al Ay gl ) (Liladll f
aaiall LY ) el el L cgas) g Al ga oy i gaday 45Y dualdal)

Jsall iy ¢ dad ) il 5l A0 Y Ayl LnsiY) alans aaadi Lty g
Gl e et S Claiall saxie S AN e dlull Jle g ) a b
e a balaiad ol e e N eliadll & J sall duad ) salead) e Jalaad) Aliad daad )
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(*) Packingham V. North Carolina, No. 15-1194. Argued February 27,
2017—Decided June 19, 2017." A fundamental First Amendment principle
is that all persons have access to places where they can speak and listen, and
then, after reflection, speak and listen once more. Today, one of the most
important places to exchange views is cyberspace, particularly social media,
which offers “relatively unlimited, low-cost capacity for communication of
all kinds,” Reno v. American Civil Liberties Union, 521 U. S. 844, 870, to
users engaged in a wide array of protected First Amendment activity on any
number of diverse topics. The Internet’s forces and directions are so new, so
protean, and so far reaching that courts must be conscious that what they say
today may be obsolete tomorrow. Here, in one of the first cases the Court has
taken to address the relationship between the First Amendment and the
modern Internet, the Court must exercise extreme caution before suggesting
that the First Amendment provides scant protection for access to vast
networks in that medium.
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aaiin) RGPD dwsysY) clibnll daladl daodl Gy Heay Y 13gds
Aall Glelaty) o donbudl o anddll e bl alat ilily dallaal ol sall
38) gy V) A gl Jaal) ol Aaldll shall o dunall clagiadl) o dlal)
pm clilana o (g skt s o0y slill adde Gl G ol il g geinsa il
Y Ay o gl (Sa Y ddlas) by dallee g ol Gpal
GVl & Y) dpaddll clbl e Gl Gyl Jgas laads gl oSl
()0 Leale aiy A dlingy)

() “user sovereignty”dllgiuall 5l axiival sl dgde (3lhy Le 124
Glaaall Sletinn aa jliiely 2V sabiw Ales o aslill 355 jm i

W Le réglementvient apporter sa pierre a I’édifice de la souveraineté
individuelle en renfor¢ant le consentement des individus ainsi qu’en
affirmant de nouveaux droits de I’individu dans I’univers numérique), Marin
Brenac: La souveraineté numérique sur les données personnelles Etude du
reglement européen n° 2016/679 sur la protection des données personnelles a
I’aune du concept émergent de souveraineté numérique,(86-90),U.Laval
Québec,Canada, 2017

(®) Le traitement des données & caractére personnel devrait étre congu pour
servir I'numanité. Le droit a la protection des données a caractere personnel
n'est pas un droit absolu; il doit étre considéré par rapport a sa fonction dans
la societé et étre mis en balance avec d'autres droits fondamentaux,
conformément au principe de proportionnalité. Le présent reglement respecte
tous les droits fondamentaux et observe les libertés et les principes reconnus
par la Charte, consacrés par les traités, en particulier le respect de la vie
privée et familiale, du domicile et des communications, la protection des
données a caractére personnel, la liberté de pensée, de conscience et de
religion, la liberté d'expression et d'information, la liberté d'entreprise, le
droit a un recours effectif et a accéder a un tribunal impartial, et la diversité
culturelle, religieuse et linguistique, Réglement (Ue) 2016/679 Du Parlement
Européen Et Du Conseil.

(®) Julia Pohle: Digital sovereignty A new key concept of digital policy in
Germany and Europe, Konrad-Adenauer-Stiftung e. V. Berlin. 2020,P18
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(%) defined digital sovereignty as the consumers’ ability to act and as his/her
freedom of choice to assume different roles in the digital world, i.e., as
market participants, consumercitizens of a society as well as ‘prosumers’ in
social networks, Digitale Souveranitat Gutachten des Sachverstandigenrats
fur Ver braucherfragen,(Digital Sovereignty Report of the German Expert
Council for Consumer Affairs) SVRV, 2017,P3
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G 4 paldivg A Flaglaall puaall 8 Ga sllail oSall 138 (e
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@ Unter den Bedingungen der modernen Datenverarbeitung wird der Schutz
des einzelnen gegen unbegrenzte Erhebung, Speicherung, Verwendung und
Weitergabe seiner  personlichen Daten von dem allgemeinen
Personlichkeitsrecht des Artikel 2 Abs. 1 i. V. mit Artikel 1 Abs. 1 GG
umfalt. Das Grundrecht gewéhrleistet insoweit die Befugnis des einzelnen,
grundsatzlich selbst Uber die Preisgabe und Verwendung seiner personlichen
Daten zu bestimmen.

o Einschrankungen dieses Rechts auf "informationelle
Selbstbestimmung™ sind nur im Uberwiegenden Allgemeininteresse
zuléssig. Sie bedurfen einer verfassungsgemaBen gesetzlichen
Grundlage, die dem rechtsstaatlichen Gebot der Normenklarheit
entsprechen mul. Bei der Regelung hat der Gesetzgeber ferner den
Grundsatz der VerhdltnismaRigkeit zu beachten. Auch hat er
organisatorische und verfahrensrechtliche Vorkehrungen zu treffen,
welche der Gefahr einer Verletzung des Personlichkeitsrechts
entgegenwirken. (Verfassungsrechtliche Uberpriifung des
Volkszahlungsgesetzes 1983)

@ Art 9 A All persons have the right to be protected from the collection,
processing and use, especially by electronic means, of their personal data, as
specified by law. The protection of personal data is ensured by an
independent authority, which is constituted and operates as specified by law
Al 5 oY) ASeE e el Sl 3 SN b Gall gl sk sl s ()
2014 Ay ) Auagll Hla i lie dipda’ 4 18
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21602 <2020 s 52— d s e sall — g siudl 5 salaldl aaal) 44 )
) On a proper construction of Article 12(b) and subparagraph (a) of the first
paragraph of Article 14 of Directive 95/46/EC of the European Parliament
and of the Council of 24 October 1995 on the protection of individuals with
regard to the processing of personal data and on the free movement of such
data, and of Article 17(1) of Regulation (EU) 2016/679 of the European
Parliament and of the Council of 27 April 2016 on the protection of
individuals with regard to the processing of personal data and on the free
movement of such data and repealing Directive 95/46 (General Data
Protection Regulation), where a search engine operator grants a request for
de-referencing pursuant to those provisions, that operator is not required to
carry out that de-referencing on all versions of its search engine, but on the
versions of that search engine corresponding to all the Member States, using,
where necessary, measures which, while meeting the legal requirements,
effectively prevent or, at the very least, seriously discourage an internet user
conducting a search from one of the Member States on the basis of a data
subject’s name from gaining access, via the list of results displayed
following that search, to the links which are the subject of that request.
Judgment of the Court (Grand Chamber) of 24 September 2019.Google
LLC, successor in law to Google Inc. v Commission nationale de
I'informatique et des libertés (CNIL).Request for a preliminary ruling from
the Conseil d'Etat, Reference for a preliminary ruling— Personal data—
Protection of individuals with regard to the processing of such data—
Directive 95/46/EC— Regulation (EU) 2016/679— Internet search engines
— Processing of data on web pages — Territorial scope of the right to de-
referencingCase C-507/17.

@) |a personne concernée a le droit d'obtenir du responsable du traitement,
dans les meilleurs délais, la rectification des données a caractere personnel la
concernant qui sont inexactes. 2 Compte tenu des finalités du traitement, la
personne concernee a le droit d'obtenir que les donneées a caractére personnel
incomplétes soient complétées, y compris en fournissant une déclaration
complémentaire.
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@ Le renforcement des souverainetés individuelles et collectives par le
reglement La souveraineté numérique conduit a une délégation de
souveraineté aux acteurs les mieux a mémes de répondre auxlo giques de
réseaux du numérique. Au sein de ces acteurs se trouventen premier lieu
I’individu, acteur le plus bas, car premier utilisateurdes services en ligne. On
en vient a parler pour cet acteur d’unesouverai neté individuelle sur ses
données personnelles, par le renforcement de sa capacité a controler 1’usage
qui en est fait. Lasouveraineté individuelle s’inscrit bien dans 1’idée de
délégation desouveraineté par I’Etat de la souveraineté numérique. Le
reglementvient apporter sa pierre a 1’édifice de la souveraineté indi viduelle
en renforcant le consentement des individus ainsi qu’en affirmant de
nouveaux droits de 1’indivi du dans 1’univers numérique), Marin Brenac: La
souveraineté numérique sur les données personnelles Etude du réglement
européen n°® 2016/679 sur la protection des données personnelles a I’aune du
conceptémergent de souveraineté numérique, op,cit,(86-90), Stefanie-
Daniela Waldmeier: Informatio nelle Selbstbestimmung-ein Grundrecht im
Wandel? Dissertation der Rechtswissenschaftlichen Fakultat der Universitat
Zurich zur Erlangung der Wurde einer Doktorin der Rechtswissenschaft,
Zirich, M.2015.

524



525

o3 5 Ll Maill ey ¥ 19l Jidd o JSU ALlAl shall (e 3hlic aa
leanihy V1 g e JLie¥ s  Las iy Lelilans shadl pal A (e LU
(e pald da sy M paladl) clibd dt«i\dlubdte-zﬁ b el
&@\Jm@mugj‘)@u\hujpégt Apaal) Laladl Jila sl JDA
peiln adley Jually Las g sid (33 (3 (i agapan () e By ST (3) 58
Dosall Gali Lo 153K L) Al 5 Lgle o3 o il 5 dpaddll agillu s O
Ao puall g Jadl 2yl 33 138 e uaa iy o] 8 o pad Al 4 il () 3) slgalanaly
Aed S (s il g sl N5 sl gl jalil e (i) BNl
Judl A ML&.&‘;\MJ c;u_).u\z’\whujfd\djﬂ\uym\ﬁ\}uuju\
wmxu Fasled) o oyl ool e iy laslaall iy JB b
i gill (558 L J Al Leaa (Say A allall elail yie il geall
dua:y\‘;wjzdiu}@dm}‘duy\}uujxuﬂwheui@miq)wu
u)sl\ C._\m\a_auju\da\_ujds.\uﬁ\h@ﬂ\J)M\\J@.\JG@JJ.\SY}!\
d\s.\.\bwd\.cwg_uj\cm;d\ \&@}cuu)u\wﬁuﬁyﬂbgsﬁ\
padd JS el dumy il all sl Jaall Caid s S5 e ) il glaall
(Ana Dla slaall g HISEYI Jalsig oy Juai¥) (8 32l 5 ) ganall )l Ao (lany
MML@J)\L)ULA}M\‘_ALd}maj‘jduy‘d;b‘)})udjdecmdﬁj
4..1);.\3\5& u\Y\MMY\MbP}umY\ djhwl.s;ha.ﬂd.\h‘)j.\udu;
e OS5 claeY) e Celal Lo o ol (e edal (i iyl sl
Al Gl 5 AT Bl (A 6lE 508 Y g dgan Al Ll i BT o e Gl oAl
Y ¢l Agalse B gl Al Cpleniiall dgal o B AL A ginae g8 dpad s
g V15 S0 S G i kg lge geme 3 lS0all 1 jae slad) o 5l
DA e V) 0 Y el oda aa A sl leall Cany o 48 GLEY Laa \S
@l slaie) et S Ayl ae) ) aaca sy Jlaall 138 ekt 31 (sl
Laldll shall Cnvial 3 u_ﬁ}m d)dwu.u';_)d el sball e Gadd

57 salall Al 38 0] 8 o )"4.11.&1\ St Al 40 allal) Jdsrdalle 4
Y‘U}.‘AA@}‘M);MBJ\ Lg;ﬂ"u\ujcm‘éjbj\tﬁ)md\)jmﬂ\w
.”M

8 JalSll Sl e ol 315 8 Sy 4 sea 3l 0 Ayl Balondld 2gd
Ol <l ) Al Blaslh ) AileaYl e iyl e A )l aghy g 5 dnad il agilily
@ oSl angll Jb G gl Jeadll 4Sa ey cliball Gl aladial 448

3 €6 2022 / 3/ 16 duds (3 91 43ud 9542 ekl 1y paal) ki) dataa pSa ()
507 =63 373

525



526

Uige & sumgn Apad )l Balaaal) Cinpeal i iy aladinl g dped Il L sl 5l
Al (3 g8all 5 la¥) cpa gaadlly ddasi jal) cilaaill dga gl

cladll (laa Aty palic GO o Jeld 4 )l salud) of O 13¢d
ledshais bl pen 4 Qs doalladl dpadll 4l Jady ) Sl uud)
a5 Al cleaall s cliaiall b aSati ) da ol 31 S AN 5 clgandiial
il aaddl o Y1y el alasind 488 aaad 4 S0 Ll gl U
P SR TV [P WOV I WGl e YN -

(ol | wadial |

i gl Gl 6 ot et el (g i | il
L (8 ol g Al )l Babal) 3 84l Lean i (8 Jsall (e el il
LA o Gl il 8l 5l 5 palie e 5l 8 il s ) ey — L yilad (B 138 e
Led sl iy 3 el Al il il 5 e sbeall e il ) i b e Jsall Jans
Ls“)“"“"‘j\ ¢lLiadll ‘53
Ciaveal ( ad ) Ledlae e A gall 8ol Javny g Al elizadl) dlaa g
e sl el gl Jla b dald (Joall (ge apall ey b el dpad
M Aol elzadll™ Y pilie JSG ileal) aliee 50 Y dlld g (B asll
Y5 Ara padll s o gladd) dleny (3lai Ua g (panaly Lgia uaall (1
ALY s b Lad s A jund) G sl i o)
5yl salall 8 Lilal) ) i 5 pilie yae B gaay il ) il e
saniall Y sl LY Sl sty (2)eVlai¥ s Ol yall 3 o dgles o 4l

el @iy s il Ge g e diad ¢ Sl sladll sl sl el pail (Y

76 = “_“9.3\...»5\
(®) Art10" (1)- The privacy of letters as well as the secrecy of post and
telecommunication are inviolable. (2) Restrictions may only be ordered
pursuant to a statute. Where a restriction serves the protection of the free
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democratic basic order or the existence or security of the Federation or a
State [Land], the statute may stipulate that the person affected shall not be
informed and that recourse to the courts shall be replaced by a review of the
case by bodies and auxiliary bodies appointed by Parliament.

(*) Fourth Amendment "The right of the people to be secure in their
persons, houses, papers, and effects, against unreasonable searches and
seizures, shall not be violated, and no Warrants shall issue, but upon
probable cause, supported by Oath or affirmation, and particularly describing
the place to be searched, and the persons or things to be seized".

@ Art 26. Everyone is entitled to inviolability of his or her private and
family life. Government agencies, local authorities, and their officials may
not interfere with any person’s private or family life, except in the cases and
pursuant to a procedure provided by law to protect public health, public
morality, public order or the rights and freedoms of other, The Constitution
of the Republic of Estonia, Entry into force 03.07.1992.
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@ Art 11. In any operation of collection, storage, retention and treating of
personal data or communications data by connection providers and internet
applications providers where, at least, one of these acts takes place in the
national territory, the Brazilian law must be mandatorily respected, including
in regard the rights to privacy, to protection of personal data, and to secrecy
of private communications and of logs. LAW No. 12.965, APRIL 23RD
2014.

@ About International Telecommunication Union (ITU), ITU UN Agency
website, retrieved from https://www. itu.int/en/about/Pages/default.aspx

@) The Information Technology ACT, 2000 ACT NO. 21 OF 2000-India-
retrieved from https://www.
indiacode.nic.in/bitstream/123456789/1999/1/A2000-21%20%281%29
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@It shall extend to the whole of India and, save as otherwise provided in
this Act, it applies also to any offence or contravention thereunder committed
outside India by any person

@) Chapter Ix 5 [Penalties, Compensation And Adjudication].

@ Art65 "Tampering with computer source documents.—\Whoever
knowingly or intentionally conceals, destroys or alters or intentionally or
knowingly causes another to conceal, destroy, or alter any computer source
code used for a computer, computer programme, computer system or
computer network, when the computer source code is required to be kept or
maintained by law for the time being in force, shall be punishable with
imprisonment up to three years, or with fine which may extend up to two
lakh rupees, or with both™
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@ Valentine Martin, La République Numeérique En Débat Au Parlement : Le
Projet De Commissariat A La Souveraineté Numérique, Les Nouveaux
Cahiers Du Conseil Constitutionnel - N° 57, Octobre 2017

@ In the context of modern data processing, the general right of personality
under Article 2.1 in conjunction with Article 1.1 of the Basic Law
encompasses the protection of the individual against unlimited collection,
storage, use and sharing of personal data. The fundamental right guarantees
the authority conferred on the individual to, in principle, decide themselves
on the disclosure and use of their personal data. Limitations of this right to
“informational self-determination” are only permissible if there is an
overriding public interest. They require a statutory basis that must be
constitutional itself and comply with the principle of legal clarity under the
rule of law. The legislator must furthermore observe the principle of
proportionality. It must also put in place organisational and procedural
safeguards that counter the risk of violating the general right of personality
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@ pour garantir que les contenus pornographiques mis en ligne ne soient pas
accessibles aux mineurs, I’Autorit¢é de régulation de la communication
audiovisuelle et numérique, d’une part, établit un référentiel relatif aux
systemes de vérification de 1’age devant étre mis en ceuvre par les éditeurs de
service de communication au public en ligne et les fournisseurs de service de
plateforme de partage de vidéos et, d’autre part, peut exiger de ceux-ci qu’ils
fassent réaliser des audits de ces systemes pour s’assurer de leur conformité a
ce reférentiel. Décision n°® 2024-866 DC du 17 mai 2024, Loi visant a
sécuriser et a réguler I’espace numérique.
https://www.conseil-constitutionnel.fr/decision/2024/2024866DC.htm

@ vgl. Eugh, Urteile vom 6. Oktober 2020, La Quadrature du Net u.a.,
C-511/18, C-512/18 und C-520/18, EU:C:2020:791, Rn. 135 und Privacy
International, C-623/17, EU:C:2020:790, Rn. 74; Urteil vom 5. April 2022,
Commissioner of An Garda Siochéna, C-140/20, EU:C:2022:258, Rn. 61,
Urteil vom 20. September 2022, SpaceNet AG u.a., C-793/19 und C-794/19,
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EU:C:2022:702, Rn.  92; Urteil vom  23. Mérz 2023,
Generalstaatsanwaltschaft Bamberg, C-365/21, EU:C:2023:236, Rn. 55).

W vgl. BVerfGE 120, 274 <303 ff.>; 158, 170 <185 Rn. 33> — IT-
Sicherheitslucken.

@ ygl BVerfGE 158, 170 <185 Rn. 33.

® vgl. EGMR <GK>, Big Brother Watch et al. v. the United Kingdom,
Urteil vom 25. Mai 2021, Nr.58170/13 u.a., Rn. 323; ENISA, Threat
Landscape 2020, S. 8).

“ vgl. BVerfGE 100, 313 <373>; 154, 152 <248 f. Rn. 163.
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@ vgl. EGMR <GK>, Big Brother Watch et al. v. the United Kingdom,
Urteil vom 25. Mai 2021, Nr. 58170/13 u.a., Rn. 323
@ In der digital transformierten Gesellschaft konnen gezielte und
umfassende Cyberangriffe auf die IT-Infrastruktur elementarer und
uberlebenswichtiger Bereiche (etwa die Versorgung mit Wasser und Energie
sowie das Transport- und Gesundheitswesen) wie ein bewaffneter Angriff
wirken. Sowohl internationale Cyberangriffe als auch bewaffnete Angriffe
kénnen das Wohlergehen der Bevdlkerung, die freiheitlich-demokratische
Ordnung und sogar die Existenz des Staates in Frage stellen
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droits fondamentaux de I'Union européenne, doivent-elles étre interprétées
en ce sens qu'elles permettent a un Etat d'instaurer une réglementation
nationale imposant aux personnes dont l'activité est d'offrir un accés a des
services de communication au public en ligne et aux personnes physiques ou
morales qui assurent, méme a titre gratuit, pour mise a disposition du public
par des services de communication au public en ligne, le stockage de
signaux, d'écrits, d'images, de sons ou de messages de toute nature fournis
par des destinataires de ces services, de conserver les données de nature a
permettre l'identification de quiconque a contribué a la création du contenu
ou de l'un des contenus des services dont elles sont prestataires, afin que
l'autorité judiciaire puisse, le cas échéant, en requérir communication en vue
de faire respecter les régles relatives a la responsabilité civile ou pénale
(*) Conseil d'Etat, Assemblée, 21/04/2021, 393099, Publié au recueil Lebon.
2013/2/9 Gusday ¢ 366 4id 60693 iy 552 8 1Y eliaill AaSas oSa @)
2013/2/9 Guslay ¢ 3 66 41l 60693 4y 552 & 51 eliaill AeSas e @)
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O Daniel Castro and Alan McQuinn: Cross-border data flows enable
growth in all industries, Information Technology and Innovation Foundation,
February 2015. Referred to the McKinsey Global Institute (MGI), Digital
Globalization: The New Era Of Global Flows, P33.

@ Timely access to electronic data held by communications-service
providers is an essential component of government efforts to protect public
safety and combat serious crime, including ter rorism.
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(*) The new sovereign cloud region operates under a comprehensive set of
policies and governance that further enhance OCI’s existing internal
capabilities for data residency, security, privacy, and compliance. These
policies include a framework for data and operational sovereignty, including
how OCI stores and manages access to data, and how data access from
entities outside the EU are handled. The Oracle EU Sovereign Cloud data
centers are located in the EU (Frankfurt, Germany and Madrid, Spain), and
they are owned and operated by separate Oracle-owned EU legal entities
incorporated within the EU, with operations and customer support restricted
to EU-based personnel. Oracle EU Sovereign Cloud builds on Oracle
Cloud’s existing compliance programs that enable customers to demonstrate
adherence to regional and industry regulations. It also aligns with EU
monitoring regulations, and guidance that limits data transfers out of the EU
(such as Court of Justice for EU Schrems Il Ruling and European Data
Protection Board), Austin, Press Release, Oracle Addresses European Data
Privacy and Sovereignty Requirements with New EU Sovereign Cloud, Jun
2023, https://www.oracle.com/news/announcement/oracleaddresseseuropean-
data-privacy-and-sovereignty-requirements-with-neweusovereigncloud2023-
06-20/
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(*) certain countries that seek to impose their rules of the game in the
information space on the whole world... Based on their technological
achievements, they are trying to enforce the “rule of the gun” in the
information space, Vladimir Korovkin: International Regulation In Cyber
Space: Is Effective Mutual Understanding Possible?, January 2022 URL.:
https://sns-journal.ru/en/archive/

(%) Position Paper, On the Application of International Law in Cyberspace ,
The position paper has been prepared by the German Federal Foreign Office
and the German Federal Ministry of Defence in cooperation with the German
Federal Ministry of the Interior, Building and Community, March 2021.

546


https://sns-journal.ru/en/archive/

547

iy Les flgie Yay 091 Cdlaladll dlaie |5 1385 J1 5aY) aladind e Jad) Jle
D0 Al gall ) 6K Ala) sda 8y edallall i lalaal) 638 (el 5 58S Agiat Ayl 3
JIS 288y oyl e SLaBY) (g 2l g ) sa) QUGG A8 ja 500 A st
et Y 13 s el lal g A pall 3 jhass Glai e A LAl Al cDlalal
Asall el of Kl oy o Ml J sl s gakat] &dia & ghady Jgal)
o A5l (S5 sy A sl 3k (B el cliall b Lgisb 2SU
o ALY ESlaall o) gas cdile Lginli A jlan s o5 STV sliadll aplati
(PYpaae At st sl 5 Leleay 3 ) dpelaa¥l ol dpuld)

Lad ) ey A aSaill o Jsall 508 e Al sabud) clS o
sk laad A sl el 1 a3 (e Lelen y cduil) Lgtalail
sl gk 8 Badie Auolaill cilaat dal § Jsall Canpal o ad Ll Sl
) b Lo 028 Tl cilanill Cpa g dsad )

Aopad ) Agial) Aial) bt ABIST

Al Jsall (sl S (gt Lial) La el e alaie ) IS
e Jsll e 2l adiel 3 gy paldll BN eladl)l e Ll Gk
Aol A gal) g anl &) Jie Lpulul) L gl S 8 ol 4ual) clS il
o Wik g G i ) Jsdl) e s JS8 aY) Jas L 3
Lelan Las z ST e Glaadll ol il e 508 B8] () g3 cdaad I Leilla
£ 5 dgad L)) Agiacl) dil) (& sl laiin) of ) ddla) GSIG i, e
%)k 51 ol el JalS JE 38 Lae cdadiia ol jlaliind callaty dyika g dia i
Adaal) dun ol ISl S lESY (i o

(o8 Gan Al J sall A 58 ¢ siall 5 mn & Jsall 4l 5 3l cilbaadll e
A o ) Al i ST J ) ales ) Al calsal e Laliad)
Alysha (S5 855 S 3 ) 5o g Adaall ol I oy 55 el gy olae) il
Y

Asallad) S il Aol dagl) o

o8l ONELY) b S il Jsall o) oo (g pSh) S il Al JSE
e S e Sle hudMicrosoft «<Amazon « Googledie S yilla
b oSl e Joall 5,8 e JI6 Lee edplaad) dgiall Al g dpad ) ilaral

Gale A sall i) s ¢Jelsil) Tl g sl dolse | Al jud) S ¢ el 322 5 ()

20-15 G2 = <2019 LnsiST 218 22l ¢y s lala
(®) Asif Raihan: A review of the potential opportunities and challenges of
the digital economy for sustainability, Innovation and Green Development,
Volume 3, Issue 4, December 2024. P24.
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(*) Art 19 "Everyone has the right to freedom of opinion and expression; this right
includes freedom to hold opinions without interference and to seek, receive and
impart information and ideas through any media and regardless of frontiers",
Universal Declaration of Human Rights.

(®) N. Lucchi, "Access to Network Services and Protection of Constitutional
Rights: Recognizing the Essential Role of Internet Access for the Freedom of
Expression”, Journal of International and Comparative Law (JICL), Vol. 19,
No. 3, 2011..

(®) "any restriction to the right to freedom of expression must meet the strict
criteria under international human rights law. A restriction on the right of
individuals to express themselves through the Internet can take various
forms, from technical measures to prevent access to certain content, such as
blocking and filtering, to inadequate guarantees of the right to privacy and
protection of personal data, which inhibit the dissemination of opinions and
information. The Special Rapporteur is of the view that the arbitrary use of
criminal law to sanction legitimate expression constitutes one of the gravest
forms of restriction to the right, as it not only creates a “chilling effect”, but
also leads to other human rights violations, such as arbitrary detention and
torture and other forms of cruel, inhuman or degrading treatment or
punishment"General Assembly , Report of the Special Rapporteur on the
promotion and protection of the right to freedom of opinion and expression,
Human Rights Council Seventeenth session, 16 May 2011
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(*) Judgement 12790 of the Supreme Court" Archived December 17, 2015, at
the Wayback Machine ., File 09-013141-0007-CO, July 30, 2010.

(®) « La personne titulaire de I’accés a des services de communication au
public en ligne a I’obligation de veiller a ce que cet acces ne fasse pas 1’objet
d’une utilisation a des fins de reproduction, de représentation, de mise a
disposition ou de communication au public d’ceuvres ou d’objets protégés
par un droit d’auteur ou par un droit voisin sans I’autorisation des titulaires
des droits prévus aux livres Ier et II lorsqu’elle est requise." Décision n°
2009-580 DC — 10 juin 2009.

() "en l'état actuel des moyens de communication et eu égard au
développement généralisé des services de communication au public en ligne
ainsi qu'a l'importance prise par ces services pour la participation a la vie
démocratique et l'expression des idées et des opinions, [la libre
communication des pensées et des opinions] implique la liberté d'accéder a
ces services", Décision 2009-580 DC n° 12.

(*) Décision n° 2013-370 QPC du 28 février 2014
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(Y)Les Nouveaux Cahiers du Conseil constitutionnel, https://www.conseil-
constitutionnel.fr/nouveaux-cahiers-du-conseil-constitutionnel/les-nouveaux-
cahiers-du-conseil-constitutionnel-n-55-56-juin-2017.

@ Article 5A1. All persons have the right to information, as specified by
law. Restrictions to this right may be imposed by law only insofar as they are
absolutely necessary and justified for reasons of national security, of
combating crime or of protecting rights and interests of third parties.

2. All persons have the right to participate in the Information Society.
Facilitation of access to electronically transmitted information, as well as of
the production, exchange and diffusion thereof, constitutes an obligation of
the State, always in observance of the guarantees of articles 9, 9A and 19.

(®) Colin Woodard: Estonia, Where being wired is a human right, July 01,
2003.
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(*) Article 12: The State protects the rights of citizens, legal persons, and
other organizations to use networks in accordance with the law; it promotes
widespread network access, raises the level of network services, provides
secure and convenient network services to society, and guarantees the lawful,
orderly, and free circulation of network information, Cybersecurity Law of
the People’s Republic of China, Passed November 6, 2016. Effective June 1,
2017.

@ La Cour de justice de I'Union européenne, Judgment in Case C-507/17
Google LLC, successor in law to Google Inc. v Commission nationale de
I'informatique et des libertés (CNIL), 24 Sep, 2019.
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(*) Notamment, la CJUE a confirmé que le droit de 1’'Union s’oppose & une
réglementation nationale imposant a un fournisseur de services de
communications électroniques, a des fins de lutte contre les infractions en
général ou de sauvegarde de la sécurité nationale, la transmission ou la
conservation généralisée et indifférenciée de données relatives au trafic et a
la localisation. Mais la Cour a nuancé cette position en posant que, dans des
situations dans lesquelles un Etat membre fait face a une menace grave pour
la sécurité nationale qui s’avére réelle et actuelle ou prévisible, celui-Ci peut
déroger a I’obligation d’assurer la confidentialité des données afférentes aux
communications électroniques en imposant, par des mesures législatives, une
conservation généralisée et indifférenciée de ces données pour une durée
temporellement limitée au strict nécessaire, mais renouvelable en cas de
persistance de la menace. CJUE, 6 octobre 2020, (C-623/17, C-511/18, C-
512/18 et C-520/18).
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() Any person and organization using networks shall abide by the
Constitution and laws, observe public order, and respect social morality; they
must not endanger cybersecurity, and must not use the Internet to engage in
activities endangering national security, national honor, and national
interests; they must not incite subversion of national sovereignty, overturn
the socialist system, incite separatism, break national unity, advocate
terrorism or extremism, advocate ethnic hatred and ethnic discrimination,
disseminate violent, obscene, or sexual information, create or disseminate
false information to disrupt the economic or social order, or information that
infringes on the reputation, privacy, intellectual property or other lawful
rights and interests of others, and other such acts.
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(*) (General Data Protection Regulation YGDPR( — Official Legal Text,”
General Data Protection” ./Regulation )GDPR- September 27, 2022,
https://gdpr-info.eu.

(®)Tambiama Madiega: Digital sovereignty for Europe, European
Parliamentary Research Service, July 2020,P5.

() Report On The State Of Cybersecurity In The Union, Union Agency For
Cybersecurity, December 2024, P11
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W Federal Ministry for Economic Affairs and Energy (BMWi), ‘Project
GAIA-X - A Federated Data Infrastructure as the Cradle of a Vibrant
European Ecosystem’ (n 2)

@) European Commission (n 49) 16.

®) European Commission (n 49) 12.

“)y Voir par exemple : Bellanger, Pierre. » De la souveraineté numérique « ,
Le Débat, vol. 170, no. 3, 2012, pp. 149-159.

®) Samuele Fratini: Quels Sont Les Modéles De Mise En (Euvre De La
Souveraineté Numérique ? op. cit.p34.
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@) Federico Casolari, and others, The EU Data Act in Context: A legal
assessment, Digital Ethics Center, Yale University, 2022 , P 3. For more
information, 1 Commission, ‘Proposal for a Regulation of the European
Parliament and of the Council on harmonized rules on fair access to and use
of data (Data Act)’, COM(2022) 68 final, 23 February 2022. All EU law
documents, including the decisions adopted by the Court of Justice of the
European Union, mentioned in this paper are available at https://eur-
lex.europa.eu/homepage.html.

@) Edoardo Celeste: Digital Sovereignty in the EU: Challenges and Future
Perspectives, European Studies The Review Of European Law, Economics
And Politics, Volume9,Issue 2,P62.
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(") Article 5: The State takes measures for monitoring, preventing, and
handling cybersecurity risks and threats arising both within and without the
mainland territory of the People’s Republic of China. The State protects
critical information infrastructure against attacks, intrusions, interference,
and destruction; the State punishes unlawful and criminal cyber activities in
accordance with the law, preserving the security and order of cyberspace.

@ ) W Kuan Hon and others, ‘Policy, Legal and Regulatory Implications of a
Europe-Only Cloud’ (2016) 24 International Journal of Law and Information
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(*) Cybersecurity Law of the People’s Republic of China )Effective June 1,
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(*)Alena Epifanova& Philipp Dietrich; Russia’s Quest for Digital
Sovereignty Ambitions, Realities, and Its Place in the World, German
Council on Foreign Relations, No1, February 2022,P13.

(%) Right to Information and Access (Article 14): Data subjects have the right
to know about the processing of their personal data. Data controllers are
obliged to provide information about the processing purposes, the source of
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the data, the methods of processing, and details about third parties with
whom the data may be shared.

(*) Right to Consent (Article 9): Data subjects' consent is required for the
processing of their personal data, except in cases stipulated by law. Consent
must be voluntary, specific, and informed, and data subjects have the right to
withdraw their consent at any time

(®) Right to Rectification (Article 16): Data subjects have the right to request
the rectification of inaccurate or incomplete personal data held by data
controllers. Data controllers must take measures to correct the data in a
timely manner.

()Right to Deletion (Right to be Forgotten) (Article 17): Data subjects
have the right to request the deletion of their personal data when the
processing is no longer necessary, or when the data subject withdraws
their consent. Data controllers must comply with such requests unless
there are legal grounds for the data's retention.

(YRight to Restriction of Processing (Article 18): Data subjects can
request the restriction of processing in certain cases, such as disputing
the accuracy of the data or objecting to processing. During the
restriction period, data controllers are allowed to store the data but not
process it further.

(°)Right to Data Portability (Article 20.1): Data subjects have the right
to receive their personal data in a structured, commonly used, and
machine-readable format. They may also request the transfer of their
data to another data controller.

(®) Right to Object (Article 21) Data subjects can object to the
processing of their personal data, including processing for direct
marketing purposes. Data controllers must cease processing the data
unless there are legitimate grounds that override the interests, rights,
and freedoms of the data subject.
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()Alena Epifanova& Philipp Dietrich; Russia’s Quest for Digital
Sovereignty Ambitions, Realities, and Its Place in the World, Op.Cit ,P15..
(2) Les lois yaroyava sont un ensemble de textes fédéraux adoptés en Russie
en 2016. L’objectif déclaré est de renforcer les capacités de ’Etat dans la
lutte contre le terrorisme. Ces lois permettent notamment au service de
sécurité intérieure FSB d’accéder aux données des messageries en ligne, y
compris les données cryptée
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